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ow safe is it to shop on-line?

— Many people only window shop on the net due
to fear of someone obtaining their credit card
number.

— The reality is that shopping online Is probably
less risky than using yeur card at a local
~____merchant.
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= Shop at stores that are well known.

. If you have gquestions about the company
you want to deal with...ask for a printed
brochure.

= Do NOT deal with companies that only have
a post office box and noe phone number.

= Be familianwith,‘return andirefund policy™

sNi*the price seems “to good te be: true”, a red
flag should be raised.




o JE—

= [f the “url” will start with hitps://, this means the
‘document'.comes from a Secure Server.

= |fyou use Netscape Navigator as your browser,
look in the lower left-hand corner or right corner
(for 6.0) of your screen where you will see a
padlock. If the padlock is locked the site Is secure.

= Microsoft’s Internet Explorer also uses a padlock.

~ltis located In the lower right hand cormer; andwills
»only.appeafiifyourare’in’a secure site.

=" As technology changes the security indicator may.
change as well.
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= The credit and'debit card industry are
working on an enhanced level of security
using Secure Electronic Transactions.

When ready “SET” will provide highly,
encrypted communication between card
Issuers, merchants, and card members.
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= Print a copy of your order, and note any
confirmation number and url of the site.

= You are better off ordering by credit card

rather than writing a check. If you den’t get
your order you can challenge the charge
Leithwyoeureredit card Issuer by using your
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ersonal Information

= Be extremely careful if you're asked to
supply personal information, such as your
soclal security number, or checking account

Information.

= Your name, address, credit card number,
Lsandiexpiration number ane.all the merchant
_JIEEdS. . -
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= Monitor your child’s on-line habits by spending
time with them , and encourage them to share
conversations they have with others.

—requently inquire about new friends made on-

Ine.
Place the computer where. it Is visible by everyone.

Lay out clear ground rules, andumake sureryour s
S chilldskneywsineretmay he some bad people on-
line.
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rell'your children to NEVER give out
personal information without permission
from the parents.

= Tell your child to report any
conversations that make them feel
uncomfortable —

Wicheck with your ISP for availalble
“Parental Controls” available.
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= Software programs such as Net Nanny,
CyberSister, and Surf\Watch are available to
provide a safe internet environment for

children.

= Do NOT let young children surf the net
____alone.
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- _I\/I'a)} not be anything like they describe
themselves, and may not even be the gender they
claim.

= May not be providing their real name.or. personal

Information, and may be using someone else’s
account or even a “hacked” account.

= Viay not be Jocated where theyisay; theindividualss
L WhemyoUElIEVETO beronitne other side of the
country or overseas may be two blocks away.
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= [f you experience a problem report it to your
ISP.

= |_earn the features your ISP provides for

filtering mail, or “ignoring other members.”

f your ISP does not seem interested In
delping then switch to anether senvice:
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= Avoid giving out personal information such
as your home address or telephone number
to people you meet on the net.

= |f Interested In meeting Ssomeone in'pPerson
make attempts to verify the identity. Ask
Laawhere they.werk, and If you can contact
~_themthere. -

""Meet in a public place such as'a restaurant.
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= Arrange your ewn:transportation to and from
the meeting.

= Bring a friend along for security.

= Set your conditions for the meeting,.and
don’t let your new friend change them.

=_Stay.near other people and in lighted areas

S

~ throughoutthe.meeting.. . = -
*NFhings go awry, can you positively identify
the person to the police?
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